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Preface 
Situation Despite massive potential damages and the constantly growing threat 

posed by product piracy and the loss of know-how, few companies 
make sufficient use of technologies or other measures to prevent and 
protect against these threats. There is a lack of transparency about 
the commercial viability, the procurement costs, and the feasibility of 
integrating such measures in established processes. For many 
companies who would benefit particularly from preventative 
measures, their implementation often appears too complicated. 

Explaining the added value of solutions or concepts for preventing 
product piracy and the loss of know-how is not simple. The specific 
benefits too often only become evident when applied to a specific use 
case or company’s situation. 

Purpose These guidelines offer a selection of viable measures for protecting 
against product piracy and the loss of know-how in the form of a 
structured procedural model that reveals the requirements and 
possible protective means for relevant key areas of business. The 
recommendations included in these guidelines give an overview and 
a first source of information concerning the effective use of such 
protective measures. 

Target Group These guidelines are intended for all manufacturing businesses, their 
suppliers, and their clients who plan to introduce measures to protect 
against product piracy and the loss of know-how. The guidelines are 
written for use by executive management, process managers, and 
technical developers as well as users. 

Contents These guidelines review the current potential threats and offer 
solutions in the form of a structured procedural model, designed to 
reveal the requirements and possible protective means for relevant 
key areas of businesses. Using a generic model allows the definition 
of pragmatic solutions and offers the affected companies a sound 
basis to start from. 

What is not covered by 
these guidelines? 

These guidelines are intended solely for manufacturing businesses. 
They do not include legal means of protecting intellectual property. 
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1 Management Summary 
 The competitiveness of German businesses in the mechanical and plant 

engineering industry in particular depends to a considerable degree on their 
ability to protect their research and procedural know-how. 
Competition is becoming more global, more intensive, and tougher. This 
makes protecting products and essential know-how more than a challenge: it 
is a requirement.  

Because the perpetrators are often working in the background, the threat 
seems abstract. Once a product has been counterfeited and brought to 
market or essential know-how been lost, the effects in terms of lost market 
leadership, reduced market share, or falling margins are serious. 

Protecting the future viability of a business means knowing the interests, 
modus operandi, and resources of the perpetrators. Understanding the threat 
helps understand the relevant risks. 
In order to mitigate or even remove those risks, WHAT we are doing is 
important. Even more so, HOW we are doing it is fundamental. 

These guidelines were written to make business executives aware of the 
threats and risks in the area of product and know-how protection. They are 
meant to help people develop and implement an effective protection concept 
with the “right” combination of methodically sound and practically tested 
means. 

A standard protection strategy and a risk assessment made on that basis help 
select the right measures and activities across disciplinary or organizational 
boundaries and reduce the overall risks with due attention to questions of 
costs and benefits. The following guidelines introduce a case study to show 
how different measures combine to form an effective protection strategy. 
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